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Ballina Shire Council (REVIEW) Risk Management Policy

OBJECTIVES

The purpose of this policy is to establish the systems and processes required to
manage the risks involved in the Council’'s activities so as to maximise opportunities
and minimise negative outcomes. The objectives of Council’s risk management
activities are to:

. Maintain the highest possible integrity for services provided by the Council
. Create an environment where all Council employees understand and accept the
importance of risk management

. Improve incident management and reduction in loss and the cost of risk

. Achieve a more confident and rigorous basis for decision making and planning

. Improve the Council's ability to be proactive rather than reactive in risk
management

. Improve compliance with relevant legislation and

. Demonstrate better corporate governance through transparent and responsible
risk management processes aligned with accepted best practice standards and
methods and

. Integrate risk management into our decision making process, and

. Ensure Council’s business continuity management and disaster response plans
remain contemporary and support the organisation’'s resilience during a
disruptive incident.

POLICY

1. RISK MANAGEMENT PROCESS

Council's risk management process will be as per AS/NZ and ISO 31000:2018 — Risk
Management - Guidelines. The next diagram summarises the process:
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AS IS0 31000:2018, Figure 1 = Principles, framework and process
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2. ROLES AND RESPONSIBILITIES

2.1 Elected Representatives

Elected representatives are responsible for supporting the policy framewerk that sets
the parameters for what is to be achieved. This will require considering risks when
making decisions and allocating funding and resources.

2.2 Senior Management

Senior management is responsible for ensuring that a risk management system is
established, implemented and maintained in accordance with this policy.

Senior management lead the development and implementation of the organisational
wide risk management framework and culture through provision of direction and
resources to support Council’s strategic objectives.

Senior management set the priorities for the implementation of the framework and
assess emerging risks within Council and the local government sector to minimise
Council's risk exposure.

2.3 All Employees Generally

All Council employees are responsible for identifying and analysing potential risks.
Management is additionally responsible for risk analysis, evaluation, assignment,
registration, and the development of mitigation plans and risk reduction strategies.

These risk management processes should be integrated with other planning processes
and management activities.

All employees are required to support and contribute to risk management initiatives
and to advise their managers of risk issues they believe require attention.

2.4 Internal Risk Management Group

The General Manager will ensure that employee representatives from across the
organisation meet regularly, through a risk committee or similar group, to implement
risk management actions throughout the organisation. The General Manager, or
nominee, will chair these meetings.

A Risk Management Action Plan will be developed to guide the implementation of risk
management activities.

The General Manager in conjunction with the Internal Risk Management Group is
responsible for overseeing the implementation of the Risk Management Action Plan
and determining an acceptable level of risk for the Council and monitoring the Council's
overall risk profile and mitigation strategies.
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Resourcing will be provided to implement risk management throughout the
organisation in line with available resources.

2.5 Council’s-ManagerRisk-and-Human-Resources-Risk Management Support

management and the Internal Risk Management Group m&p@n&bleiepaegemgme
risk-managementgroup with the establishment of Council’s risk management systems
and processes, the development of information and training tools and templates,

auditing and compliance, maintaining a risk register, reporting and maintenance of the
Risk Management Action Plan.

2.6 Managers and Supervisors

All managers and supervisors are responsible for monitoring and review of risks within
their section and the implementation of the risk management framework this—Risk
ManagementPolicy and the Risk Management Action Plan within their respective
areas of responsibility. This includes the identification, assessment and documenting
of risks, and the acceptance or assignment of risk responsibility, ongoing assignment
and recording of risks in a risk register.

These roles are also responsible for the development of risk mitigation plans and
reporting.
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BACKGROUND

Council recognises that risk management is an integral part of good management
practice and fully supports risk management as an integral element in its governance
processes. Council will adopt a risk management approach consistent with Australian
Standards in their planning, approval, review and control processes.

DEFINITIONS
Risk effect on wuncertainty of organisational strategic and
operational objectives such as financial, health and safety and

environmental.

Risk Management coordinated activities to direct and control an organisation with

regard to risk W@L&eﬂmﬂe&—d@a@m@i—t@—@m@i—and

control-an-organisation-with-regard-to-risk

SCOPE OF POLICY
. All Council employees
. Elected representatives
. Volunteers
. Contractors (person conducting a business or undertaking)
s Senior-Management
s+ Managers-and-Supensisors
s+ Bisk-Management Greup

N ir's Bicl 'y R M ‘
RELATED DOCUMENTATION
= AS/NZS ISO 31000:200918 Risk Management — Principals and Guidelines
. Risk Management Framework
. Fraud and Corruption Control Policy
= Code of Conduct
= NSW Civil Liability Act 2002
. Local Government Act 1993
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REVIEW

This policy shall be reviewed every four years.
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2 risk management

framework
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» risk management framework

What does your risk matrix look like? Risk assessment process

The risk matrix use by Council is: Demonstrate sound corporate governance through transparent and
responsible risk management processes

LIKELIHOOD
Insignificant Minor Moderate Major Catastrophic
Establish the Context Establishing the context by identifying
our priorities within our risk environment
Almost 4
certain ¥ EXTREME | EXTREME o
'.E What can happen?
5 |dentify the Risk Can this stop us from achieving our
Likely =—» EXTREME 2 4 > organizational priorities? 2
g How can it happen? E
© [
: g Analysing the risk by determining the g
Possible —» =8l Analyse the Risk —p cause and consequence of the risk and <
= determine existing controls o
o (o]
= =
Unlikely —» S Evaluating risk by using the information z
= . to make decisions about our appetite and S
g e ek tolerance of the risk and whether further
= action is required to mitigate the risk
Rare - o
o

Treating risk by identifying measures
Treat the Risk — that help to treat or mitigate the risk or
strengthen current controls

Responsibility for risk controls

With the exception of risks with a low rating, all risks will have controls. Controls
and treatment strategies for risks with high or extreme rating are reviewed and
monitored by relevant section Manager.

Risk Management Principles

IMPROVES TAILORED AND
CREATES COMPLIANCE, SYSTEMATIC, Ai%ﬂi’ﬂi:g R DYNAMIC AND INTEGRATED INTO FACILITATES
SUSTAINABLE —>» EFFICIENCY, —3» STRUCTURED —>» CULTURAL —» RESPONSIVETO —>» OURBUSINESS —» CONTINUOUS
VALUE GOVERNANCE AND AND TIMELY FACTORS CHANGE PROCESSES AND IMPROVEMENT
REPUTATION DECISION MAKING
P! SHED FEERUARY ~
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» risk management framework

Our risk environment

Risk management enables Council to be dynamic and responsive to change. THREATS
We recognise that as an organization we are affected by changing external and
internal environments.

SWOT Analysis of our risks are:

* Dynamic coastal
STRENGTHS environment
* Business interruption
* Climate change
OPPORTUNITIES « Loss of critic:l
epecimees skl fud competency and.
competencies. protessiona "OYV 'ge
« Established brand within WEAKNESSES il il
the community SInETEasEd * Resistance to change
* Entrepreneurial/commercial use of technology * Unplanned growth
asset base * Improved use of internal L
* Strong relationships with performance
regulators indicators and reporting
* Strong compliance focus on * Continuous improvement
key program deliverables of processes
. App%tg\? eilgr %;nrgnwtth and « Magnitude and diversity of * Increase revenue streams
. infrastructure assets * Strategic procurement
* ';E;'ﬁ?b?:d * Increasing community * Renewable energy

expectations for services

- * Population growth and
* Limited resources

urban development
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risk management

) Our risk management structure

Elected Council:

& Consideration of risks Senior

. £ Allocation of funding .
Workforce: e resou e management

& Understanding & Commitment to integration
and awareness of risk of sk management into
management framework strategic and operational
© ldentification, evaluation planning
and treatment of risks & Management of
@ Training and resourcing informed by risk

competence in risk management framework

management & Leadership in risk

Delivery Program and SR
Operational Plan

M e t

azag%:en

Managers and ro
Supervisors:

€ Establishing the
{% Implement risk management Internal Audit organisational context
controls and strategies Comrnittee: £ Monitor, measures, reviews
£ Manage resource allocation - . and implement nsk management
and provide tools to identify, & Monitoring of compliance action plan
assess, document and in relation to nsk mgnaggment, & Review of documentation
fraud control, financial @ Monitor risk profils, risk
register and mitigation
strategies.

address risks.

management and governance
€ Monitoring and
implementation of
Community Strategic Plan
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